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Abstract.�IoT for the house raises several concerns under the EU Competition and 
IP law. In order to create a better level of interoperability between the different smart 
home IoT objects, undertakings are willing to create new standards, in particular 
concerning the Internet Protocol. However, this problem seems to be over. In 
December 2019, Google, Amazon, Apple, Ikea, the ZigBee alliance and many other 
undertakings belonging to the electronics and innovation world joined together to 
form the project “connected home over IP” whose main goal is to create “…a new, 
royalty free, connectivity standard”. This paper aims at giving a first analysis of this 
project under a competition law and IP law perspective. The main focus will be both 
on the interplay between Art.101(1),(3) TFEU and on Standard Essential Patents 
(SEPS) applied to this project. It will be argued that if this project is considered a 
collusive agreement, it could become a new case in the SEP litigation framework.  
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1.�Introduction 

The origin of the Internet of Things (IoT) and of some of its most lucrative applications 
[1] are connected to the house environment. The purpose of this paper is to outline the 
importance and main characteristics home IoT objects have, with a special focus on 
recent policies of the European Union (EU) designed to create a legal environment in 
which this technology can thrive (§1.1). Apart from the advantages, it is also important 
to know the main challenges that home IoT objects present not only from a technical but 
also from a legal point of view. The main challenge to optimize the capacity of the IoT 
is to allow the different smart appliances of the house to “communicate” not just with 
the inhabitant of the house but also with other appliances and smart objects. As a 
consequence, data-portability is a transversal EU IT law principle, established by Art. 20 
of the General Data Protection Regulation [2]. Its technical equivalent, interoperability 
[3], is a target that IoT producers try to achieve as well. To draft a new standard for an 
internet protocol (IP) for the house is the core of the “Connected over IP project” 
(hereinafter Project IP) (§1.2) [4]. In the second section there will be a first analysis of 
this project in terms of the EU Competition and IP law on the basis of the information 
that has been made public so far by the undertakings of this project. This is a first 
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assessment and does not claim that Project IP is collusive, as there is not enough data 
available to, for instance, calculate the influence on the market of some of its partners. 
However, there are some doubts that arise, especially as far as the correlation between 
costs to sustain this project and the gratuity of this Project IP fee. The analysis of 
Competition and IP aspects, though deeply intertwined, will be developed into two 
separate parts (§2.1, §2.2). It will be argued that, if hypothetically judged anticompetitive 
by the European Commission, Project IP will set a new scenario not only in competition 
law, but also in the debate on Standard Essential Patents (SEPs). Its novelty will consist 
in the influence exercised by a plurality of undertakings in the home IoT connectivity 
standard market and in the home IoT production one. 

1.1.�IoT for the house: what it is and why it is important 

There is not a unanimous consensus in defining the Internet of Things (IoT) despite this 
term being twenty-one years old [1]. In any case, there are some elements on which the 
academic community agrees on and these are the presence of “[...]material hardware, 
electronic signals, and electromagnetic emissions that generates, stores, transmits and 
analyses data” [5] and where “ambient sensing occurs by remotely controllable and 
constantly connected physical objects” [6].   

As far as methodology, the legal analysis of this contribution will focus on the IoT 
devices that people buy and use in their homes, for the following reasons. 

Firstly, because of the relevance of IoT objects in terms of EU policy. IoT is 
part of the new EU Commission's plan for the next five years in different documents. At 
the end of 2019, the European Green Deal set the framework in which environmental 
sustainability has to be considered the long-term objective even for the development of 
new technologies [7]. The importance of IoT technology and the infrastructure that is 
required to be competitive was stressed through the release of the 5g Toolkit [8] and the 
first report of the NIS group of EU Member States [9]. To have a sustainable and secure 
infrastructure for IoT is also part of the long-term objectives of the New Industrial 
Strategy for Europe [10]. Besides, the enactment of the Electronic Communications 
Code [11] together with the Cyber Security Act [12] and the upcoming Data Act [10] 
will lay out the core infrastructure rules for IoT in the EU.  

Secondly, because the first IoT objects were indeed conceived for the house [1]. 
As a matter of fact, IoT objects for the house are becoming increasingly accessible for 
the average consumer and will probably play an important role in influencing consumers’ 
habits [13] as they interact with the consumer/data subject by collecting, analysing and 
producing data [14] [15]. Compared with traditional home objects, IoT home objects 
have one characteristic that makes them truly special: they all contain embedded 
electronic material and software, some in a very rudimental form, others in a more 
advanced one. 

1.2.�Inter-operability: an underpinning principle in the home IoT and the new 
Connected home over IP project 

In the next few years, the house will be increasingly more connected. IoT objects will 
not just be more performant and energy efficient on their own [16], but they will become 
also more connected between themselves, thus enabling the inhabitant to transform each 
smart object to a node in a network that can be easily controlled by the inhabitant [16]. 
However, in order to do this, it is indispensable that the different smart appliances can 
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communicate with each other. This dependence of the components of a future connected 
house on each other will be a main feature of the future smart house. 

As a consequence, interoperability comes into play. Interoperability can be 
considered an overarching principle of EU IT law and the equivalent of the principle of 
data portability in the of EU Data Protection law [3]. Interoperability is functional also 
to the realisation of new technology and, in this specific case, to the construction of IoT 
objects that can be compliant with the principles of privacy by default and by design as 
requested by Art.25 GDPR [2] [17]. 

Nevertheless, interoperability is not just an abstract legal principle. Interoperability 
is also the technical capacity of different kinds of technologies to “speak” a common 
language, to execute tasks and to perform functions. 

As far as the home IoT are concerned, one of the features that makes home 
interoperability possible lies in the Internet Protocol used by the different IoT objects in 
the house. The Internet Protocol is “the principal set or (communications protocol) of 
digital message formats and rules for exchanging messages between computers across a 
single network or a series of interconnected networks… Messages are exchanged as 
datagrams, also known as data packets or just packets.” [18]. Its function is “to deliver 
datagrams from the source computer to the destination host (receiving computer based 
on their addresses. To achieve this, IP includes methods and structures for putting tags 
(address information which is part of metadata) within datagrams”. [18].  

Therefore, it is interesting to analyse the so-called, “project connected home over IP” 
[4]. In December 2019, Google, Amazon, Apple, Ikea, the ZigBee alliance, and many 
other subjects (belonging to electronics and innovation world) joined together to create 
“[…]a new, royalty free, connectivity standard” [4]. If the project must be translated in 
legal terms, it will be clear that some undertakings decided to agree on creating an 
essential interoperable connectivity standard to make home IoT better. This standard is 
going to be royalty free and the code will be open source [4]. How can this new project 
affect the market of home IoT in terms of competition and IP law? On the basis of the 
information publicly available we will draw a first analysis concerning these two fields 
of law. 

2.�Project IP over connected home. The entanglement of EU Competition and IP 
law  

2.1.�The possible interplay between Art. 101 (1) and (3) TFEU 

This first attempt at giving a competitive assessment of the IP project will start from the 
basis of EU competition law Art.101 TFEU. Then it will follow a systematic 
interpretation involving other documents issued by the European Commission following 
the principle lex specialis derogat generali. The objective is to forecast, with the few 
data available, which kind of reasoning the Commission might follow to evaluate the 
competitiveness of Project IP.  

One preliminary remark is that EU competition law adopts a pragmatic approach 
which is effects-based. In an analogue way to the American rule of reason, European 
antitrust uses the principle of proportionality [19] even in competition law to assess the 
anti-competitiveness of a behavior. In practice, this is done through the interplay of the 
first and third paragraphs of Art.101 TFEU if more than one undertaking is involved. 
Firstly, the behavior must be judged anticompetitive and, secondly, there is the 
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evaluation of reasons that might balance out the anti-competitive character of the 
behavior. This is called the two steps test [20]. To consider a behavior anticompetitive 
for two or more undertakings, the Court of Justice of the European Union (CJEU) has 
held that it is not even necessary to have a formal agreement between undertakings [20] 
[21]. Sometimes, just the exchange of information within the same network [21], or even 
the implicit coordinated behavior of two or more undertakings [20] can lead to collusion.  

If we read the text of Art. 101 TFEU [22], the first paragraph describes the restrictions 
per object that are considered unlawful and hardcore competition restrictions in EU law 
[20][23]. These are not the only restrictions possible. Art 101(1) TFEU also establishes 
that restrictions can also be considered as such by their effects, making the previous list, 
de facto, an open list. The second paragraph establishes the consequence of nullity for 
these agreements. Finally, the third paragraph sets out four conditions according to which 
anticompetitive agreements can be considered compatible with the rules of the Single 
Market. The conditions are the following:  the improvement of the production of a certain 
good or of technological development; the distribution of the results in a fair share to 
consumers; the indispensability of the restriction and the non-elimination of competition 
[22]. In conclusion, even anti-competitive agreements can be lawful if, though distorting   
competition, either they do that not in a significant way or they promote other interests 
that are considered beneficial to the market [20]. Other documents to consider are, (in 
chronological order): the guidelines on the application of (former) Art.81(3) (now Art. 
101(3)) TFEU [24], the R&D agreements block exemption regulation [25]. Some might 
argue that the Regulation of the Commission on vertical restraints and the application of 
Art.101(3) TFEU to vertical restraints [26] is the relevant set of rules to apply given the 
diversity of the subjects that can join this project on the supply chain. As a matter of fact, 
in the 2010 Commission Regulation on vertical restraints (the so called Block Exemption 
Regulation), the definition of vertical restraint itself encompasses just “[…]an 
agreement or concerted practice entered into between two or more undertakings each of 
which operates, for the purposes of the agreement or the concerted practice, at a 
different level of the production or distribution chain, and relating to the conditions 
under which the parties may purchase, sell or resell certain goods or services.”2 This 
cannot be the case here. In fact, only a few things are clear from the description of Project 
IP but one is certain:  the objective is the creation of a standard that is royalty free and it 
is not even specified if that applies only to the members of the agreement or also to third 
parties [4]. This makes inapplicable the guidelines on knowledge transfer agreements as 
they also involve the grant of a license against the payment of a price3. Moreover, in the 
corresponding Regulation, the only definition for transfer of technology agreement 
applicable to the IP project would be just the one concerning a reciprocal agreement, but 
it involves just two undertakings whereas here several are involved4.   

It is not claimed that Project IP is prima facie anti-competitive. On the contrary, many 
positive effects might be caused by that, for instance the passage from the Internet of 
Silos phase [29] to the Internet of Everything. However, the market influence and 
pervasiveness that Google, Amazon and Apple (which are part of the project) have in the 
relevant market of IoT for the home, makes it possible to think whether it is really pro-
competitive that the three most important players work together. If we agree with 
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Professor Petit’s theory of Moligopolies5, we might see that in the near future this market 
could be influenced thoroughly by a group of enterprises that are part of this project. 
Even if the IoT connectivity market is judged still very competitive and dynamic [31], 
the IP project has the objective to create an interoperable connectivity protocol. This is 
in substance a connectivity standard and it might be worthwhile to consider the smaller 
market of the IoT connectivity standards for the house, as it is the core of the mission of 
the IP project (e.g. connected home). There are few doubts that this standard will play a 
decisive role in the future in this market and exercise a decisive influence on the home 
IoT market.  
Analyzing this project, which is an agreement in EU competition terms, it is evident that 
creating a standard for an interconnectivity protocol involves the research and 
development resources of most if not all the undertakings involved. The R&D Block 
Exemption Regulation 6 could be easily used by the undertakings involved to benefit 
from an exemption from the application of Art.101(1)[25]. The Project IP agreement 
seems to fill the condition set out in the Art. 1(1)(a)(i) which is the “i) joint research and 
development of contract products or contract technologies and joint exploitation of the 
results of that research and development” [25]. It seems an educated guess that, in order 
for the exemption to apply (Art.2), also the condition of the agreement between the party 
will have to follow the rules of Art.3 which are “full access to final result (2), pre-
existing know-how (3), joint exploitation connected to IP rights that constitute know-how 
and are indispensable for the production of the product or the contract technology (4) 
and the obligation for parties in charge of the manufacture process to fill order for 
supplies except a joint distribution agreement is in place” [25]. However, the 
undertakings involved compete against each other normally on different and on the same 
markets and it seems that Art.4(2)(i) will be applicable. According to this article, the 
application of the exemption applies only if “[…] the case of research and development 
agreements referred to in point (a)(i), (ii) or (iii) of Article 1(1), the combined market 
share of the parties to a research and development agreement does not exceed 25 % on 
the relevant product and technology markets” [25]. It seems likely that the combined 
share of all the parties could be higher than 25%. Therefore, it is probable that the R&D 
block exemption will not apply. However, given the lack of details, for now it is 
necessary to go back to the general rule, Art.101 TFEU, and check whether the 
justifications of its third paragraph could be applicable in the case this project is assessed 
as collusive. In the light of the interpretation offered by European Commission 
Guidelines on the application of former Art.81(3) TFEU [24] and by the CJEU, all the 
justifications set out by Art.101(3) are important and therefore cumulative (para 42.)[24]. 
In practice, the Commission also uses the idea of workable competition, indicated by the 
CJEU [32] as the criterion as whether to apply or not Art.101(3) TFEU. There have been 
a few exceptions to this trend so far7, but there is still no case-law on the application of 
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Art.101(3) TFEU for the house IoT. It is still abstract to assess whether the efficiency 
gain concerning the technological development [22] can outweigh the other three causes 
of justification. Certainly, this agreement promotes technological development and the 
“fame” of the participants to this agreement might have a pass on effect on consumers 
(fair share), but how to calculate the inevitability of this agreement as a possible cause 
of distortion of competition in the home IoT connectivity market and in the home IoT 
products in the long run? It is likely that the standard created by Project IP will be the 
most widely-used one.  Even if prima facie the positive effects of this project as presented 
by its promoters outweigh the negative ones, it must be kept in mind that the IoT 
connectivity market, despite being very competitive at the moment, might change swiftly 
and become very concentrated as far as IoT connectivity for the house is concerned. The 
network effects are one of the characteristics of digital markets that can have 
repercussions on connected markets as well [34]. In order to substantiate better these 
concerns, it is necessary to explain how IP rights are involved in this competitive 
assessment.  

2.2.�SEPs and collusive agreements. Is this the new phase in the SEPs saga? 

The competition assessment of this project for interoperability standards is entwined with 
the analysis of IP rights. After a short explanation of what SEPs are, there will be a 
comparison of Project IP with the case-law of the CJEU and it will be argued that, if the 
agreement is ultimately found anticompetitive, Project IP could be the next step in the 
finding of a new part of the SEPs and FRAND litigation issues. It will not be as expanded 
as the part on competition as even less information is publicly available.  

Building an IoT home object is not simple. Both its simpler material parts and 
the electronic material might need the application and use of standards possibly involving 
patents [35]. For instance, an innovator might need one of these patents as they are 
essential to the functioning of a new home IoT object. This allows an innovator to save 
the costs of R&D and of a patent procedure. For this reason, they are called standard 
essential patents (SEPs) [35]. A standard is created either through a process involving 
the patentee and a Standard Setting Organisation (SSO or Standard Developing 
Organisation, SDO) or it could be a de facto standard [35]. Even if not expressly 
mentioned, at least part of the protocol standard of Project IP, as in general all 
connectivity standards, might be subject to a process of patentability, most probably as 
a Computer Implementing Invention (CII) [29] or involving other intellectual property 
rights such as designs, know-how and software. Let us go back to the previous example 
of an innovator who wants to build a new IoT object and needs to use a standard, which 
is comprehensive of a patent which belongs to another patentee. To avoid infringing 
someone else’s patent, the innovator has to ask the patentee permission to use the 
standard and is generally subject to the payment of a fee [36] whose value is quite 
complex to calculate in advance, before the patent is effective [37] [38]. International 
stakeholders and international organisations (included the OECD and the EU) promoted 
FRAND conditions on which a fair fee/royalty must be paid8. It follows that only 

                                                             
and Wouters [20]. More recently, agreements that were prima facie collusive have been 
justified by the Commission because of an effective demonstration of the out of market 
efficiencies, such as in the airlines market [33]. 

8 FRAND is an acronym for Fair, Reasonable, And Non-Discriminatory. 
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undertakings with a) a series of useful patents and b) consistent economic resources can 
actively play a role in the IoT market, included the home one. 

It is clear that SEPs on the one hand boost innovation, but, on the other hand, they 
often put the patentee in a position of power on the market, as his/her patent is 
indispensable to the creation of derived products [3][31]. That can be the origin of an 
abuse of dominance behaviour under Art.102 TFEU[22]. After a few EU and national 
cases dealing with patents and SEPs (such as Volvo, Orange-Book-Standard [39]) the 
CJEU gave important directives on how to assess the patentee and implementer’s 
behaviour when SEPs and FRAND conditions are involved in the Huawei case [40]. This 
last case deals directly on how to demonstrate a connection between a SEP and the abuse 
of dominance of Art.102 TFEU[3][31]. In the Huawei case, the Court followed the 
opinion of Advocate General (AG) Wathelet. The AG suggested that there is not a direct 
correlation between owning a SEP and being dominant on a market9. At the same time, 
it gave some procedural rules on how the patentee and the implementer should behave 
in case the patentee had previously agreed to license its product according to FRAND 
terms10. As far as the meaning on FRAND, national courts, especially in Germany and 
in the UK, have been going further in determining substantially what a FRAND fee must 
contain [35].  

As far as it can be understood from the site of the project, it seems that the standard 
would be a de facto one as no mention about any SSOs is done. This would mean saving 
time and resources from a long process in which a third institution is involved. However, 
this might contrast with the content of guidelines on how to proceed in dealing with SEPs 
published by the European Commission [3][41]. In this document we can find some 
recommendations to follow including transparency (which might not always be a good 
thing in Antitrust terms, especially in concentrated-oligopolist markets [3]). To achieve 
this goal, the Commission advised to preferably use FRAND terms for licensing and to 
guarantee an open source code. One of the actions that the Commission wanted to take 
is to use existing certifying bodies (maybe national patent offices?[3][41]) to assist the 
patentee and the SSO in the procedure of standardisation and the drafting of FRAND 
terms. This is a good idea as the SSOs generally have a private character. Nevertheless, 
nothing has been done yet in this field. If we try to compare these requirements with what 
we know of the connected over IP project it must be noted that the Project IP announced 
that it will use Github to leave the code open source and that must be acknowledged. As 
far as the FRAND terms, logically there is nothing more Fair, Reasonable and Non 
Discriminatory than leaving a potentially very useful protocol royalty free for everyone. 
What is not clear from the project page is whether this gratuity is limited to the parties 
of the agreement or whether it extends to other undertakings that might ask to use this 
protocol. In the first case, there would be no collusion and no infringement issues, and 
this project could really qualify as a charity project. If that is not the case and the royalty 
free clause concerns just the participants, it ought to be specified which kind of 
conditions for licensing would apply. In any case, it would be much more comforting to 
have the involvement of at least one SSO and possibly the opinion of  specialised bodies 
such as  national patent offices. In any case, having the involvement of a third party such 
as a SSO would already be a reassuring sign that the elaboration of the Internet Protocol 
is supervised by a third party and would appear more pro-competitive to competition 
enforcement authorities such as the European Commission. 
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If this last requirement is not followed there could be grounds to start considering the 
agreement anticompetitive in its effects, following the reasoning scheme exposed in 
§2.1). Moreover, if that were the case, Project IP would definitely become a new 
paradigm in the SEP saga. It would be much simpler under the FRAND paradigm as the 
royalty would be 0 and, in this case, a series of businesses would exercise a collective 
form of pervasive influence if not dominance on a) the access to the market of home IoT 
connectivity standards and home IoT production; b) the choice of Internet Protocols for 
implementers; c) the consumers who would be drawn to the already most known brands. 

Conclusions  

In conclusion, there are important questions that are not answered by what is made public 
about the IP project. It is not clear which kind of EU competition legislation to apply as 
the call is still open and other actors on the supply chain might adhere to different 
conditions. Either the Block Exemption Regulation on the transfer of knowledge or the 
R&D block exemption Regulation could be applicable. However, because of precise 
elements of their wording, it is safer to draft the analysis following the interplay between 
the first and third paragraph of Art.101 TFEU. A first assessment revealed prima facie a 
non-collusive agreement as a new interoperability protocol would play a major role in 
paving the way to the Internet of Everything. Furthermore, the market of connectivity 
standards for IoT is still considered dynamic and competitive. Nevertheless, perhaps it 
is useful not to consider the IoT connectivity standard market at large but to restrict the 
analysis to the smart home IoT connectivity market. The popularity of some of the 
participants of the project might be a cause of problems in terms of access to this market 
of competitors and it is not sure that the efficiency gains, consumer share and the 
necessity exceptions can outbalance the impossibility to have access to competition on 
this market. To make a complete and thorough analysis at this moment seems difficult, 
as the CJEU has no case-law on connectivity standards concerning IoT and the 
application of Art.101(3) TFEU. Furthermore, doubts arise from the absence of any 
mention about how the free royalty fee would be possible if not on planning to share an 
indirect collective influent position on the home IoT products market, given the 
essentiality of this standard (probably involving SEP) for the production of home IoT 
objects. Despite the open source code, the absence of an SSO from the process makes it 
quite clear that this would become a de facto standard that has a chance to become the 
most used and it might give more substance to the competition concerns expressed 
before. Moreover, if declared anticompetitive, this project could be a new episode in the 
SEP saga, where the SEP patentee is not just one but a series of subjects that exercise a 
collective form of influence originated by a collusive agreement as far as its effects in 
the long run. 
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