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Abstract. Activation of innovation processes in the world trade practice necessitates 
a reinterpretation of the management methodology at the level of subjects of the eco-
nomic system of different levels and types. Purchasing goods online is becoming more 
commonplace. Therefore, the relevance of the work is beyond doubt. The paper is high-
lights the issues of legal regulation of e-commerce relations in Ukraine, which has be-
come widespread due to numerous benefits for its participants. However, such commerce 
can be risky for consumers, should sellers abuse their capabilities. It is established that 
the relationships that arise between the buyer and seller of goods, works and services on 
the Internet do not differ from the traditional rules of sale and are regulated, in particular, 
by the provisions of the Civil Code of Ukraine and the Law of Ukraine “On Consumer 
Protection”. But the loopholes in the Law of Ukraine “On E-Commerce” create grounds 
for abuse. This Law is not sufficiently understandable for the average consumer as it lacks 
sound and transparent provisions on the composition of e-commerce relationships (enti-
ties, objects, means of regulation), as well as requirements for the person using such re-
sources as the online store and/or online trading platform; e-commerce communication 
schemes (a person who offers a product through an online store can be the seller of the 
product or use suppliers to send the product to the buyer); the content of the information 
to be provided to the consumer and the contracts with the consumer under various e-
commerce schemes; authorized body and self-regulatory organizations, with definition of 
their role in the field of e-commerce. The aforementioned act does not properly regulate 
the relationship on liability, with consideration of the specificity of e-commerce. All of this 
testifies to the need to improve the legal regulation of these relations, taking into account 
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the needs of civil society and the digital economy, which can be ensured by the adoption 
of a new, more substantive and consumer-friendly version of the Law “On E-Commerce”.

Key words: e-commerce, composition of e-commerce relations, subjects of e-com-
merce, online store, improvement of legal regulation.

Introduction
One of the key features of modern 

state-organized social life is the develop-
ment of civil society institutions and 
digital technologies that have given rise 
to such phenomena as the digital (elec-
tronic) economy and e-business. At the 
same time, traditional problems remain 
relevant in such a society, among which 
the issue of consumer rights protection is 
of paramount importance. Moreover, this 
issue is exacerbated both in the perspec-
tive of civil society (the latter focused on 
the harmonization of public interests and 
private interests of members of society, 
which do not conflict with the common 
good), and in view of the specificities of 
the digital economy (the use of informa-
tion and communication technologies in 
business, including with e-commerce, not 
only has numerous benefits but is also 
associated with significant risks for par-
ticipants in such relationships, the most 
vulnerable of which are consumers) [1–
4]. In such circumstances, a significant 
role is played by statutory regulation, 
which should be adequate in relation to 
the state of said relations.

The adoption of the Law “On E-
Commerce”1 has largely contributed to 
improving such regulation, but there re-
main significant gaps in the current leg-
islation governing the digital economy, 

1   Law of Ukraine “On e-commerce”. (2015, 
March). Retrieved from https://zakon.rada. 
gov.ua/laws/show/675–19

including consumer rights protection 
mechanisms. This is largely due to the 
novelty and complexity of such relation-
ships, their rapid development, the use 
of new communication schemes by busi-
nesses to minimize the costs of organiz-
ing and maintaining electronic com-
merce (hereinafter referred to as e-com-
merce). Consumer rights protection is-
sues in the field of e-commerce as a 
component of e-commerce have been 
raised by a number of researchers, both 
by theorists (M. M. Kuzmin [5], 
A. M. Yazvins’ka [6], N. Yu. Golubeva 
[7], V. Zhelihovsky [8] and others) and 
by practitioners (Yu. Asadchev [9], 
V. Bunt [10], O. Fedyenko2 and others). 
At the same time, the issues of complex 
e-commerce communication schemes 
that are not reflected in the legislation, 
which complicate and, in some cases, 
make it impossible to protect the con-
sumer rights of such commerce, remain, 
despite their relevance, unexplored. 
However, these circumstances should 
not prevent the current e-commerce re-
lationship status from being revealed in 
terms of its subjective composition and 

2   Letter from the Chairman of the Board of 
Directors of the Internet Association of Ukraine 
O. Fedyenko No. 130/1–4 “On Amendments to 
the Law of Ukraine” On Protection of Consum-
er Rights «and certain legislative acts of Ukraine 
on measures for the de-activation of activities 
of sub- e-commerce objects”. (2017, July). Re-
trieved from http://inau.ua/document/lyst-
no1301-4-vid-24072017-shchodo-proektu-za-
konu-ukrayiny-pro-vnesennya-zmin-do-zakonu
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the ability to protect consumer rights in 
the event of applying complex links be-
tween the seller and the buyer using an 
online store and business partners/con-
tractors on the part of the entity per-
ceived by consumer as the seller, which 
is the purpose of this paper.

1. Materials and methods
To achieve this purpose, a number of 

scientific methods were applied: analysis 
and synthesis in determining the place 
and role of e-commerce and online trad-
ing platforms in the structure of e-com-
merce; interpretation (in determining the 
basic features of an online store), dialec-
tical (on the development of these rela-
tionships, to which the legislator should 
timely respond), systemic (in identifying 
the use of various e-commerce schemes 
that affect the ability of consumers to 
protect their rights and legal interests); 
generalization, which made it possible 
to establish the basic properties of an 
online store as a special category of 
property and the related responsibilities 
of its owner/user, which eventually gave 
the opportunity to come up with propos-
als for improving the legal regulation of 
e-commerce in order to protect consum-
er rights.

Using the generalization method, it 
is established that the Internet, as a very 
important component of the information 
infrastructure, affects all components of 
information security. Therefore, the legal 
regulation of these relations should be 
implemented in all areas. There are two 
ways of defining the basics of public 
policy: 1) defining the basics of public 
policy and approving them with a statu-
tory legal act; 2) the regulation of those 

real relationships that already exist. 
Among the various relationships that 
arise in the application of Internet tech-
nologies, it is necessary to distinguish 
those that by their nature perceive legal 
regulation, that is, can become legal rela-
tions. It should be noted that among ex-
perts there is a very negative attitude to 
the very idea of legal regulation of rela-
tionships that arise on the Internet. As 
there is John Barlow’s “A Declaration of 
the Independence of Cyberspace”, which 
proclaims the right to freedom of the 
Internet space and the principle that no 
country interferes in regulating Internet 
relations.

The method of analysis allowed to 
determine that the advantages of e-com-
merce, as a rule, are lower costs of doing 
business and, accordingly, lower price of 
the offered goods, convenience for po-
tential consumers in finding the neces-
sary goods, including those rare, hard to 
find in ordinary (physical) stores. How-
ever, in this area, there are significant 
security risks for the parties to these re-
lationships in the event of unfairness of 
the partner/counterparty, in particular, 
for buyers (in terms of quality, complete-
ness, receipt of the claimed product, the 
possibility of its exchange or return, 
compensation for related losses, confi-
dential  information leaks,  etc.) . 
As V. Zwass notes, absolute security in 
this area is hard to hope for [11].

2. Results and discussion
2.1 Analysis of the specifics of the 

development of e-commerce in the works 
of different researchers

To clarify the specifics of e-com-
merce, we should first of all refer to the 
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works of researchers of these relations, 
in particular, V. Zwass [11], who out-
lines the main stages of the develop-
ment of relations with e-business and 
e-commerce as its component, advan-
tages and risks of using the information 
and communication technologies in the 
process of concluding and performing 
the sale and purchase agreement with 
the consumer, participants of such rela-
tions. This researcher links the rapid 
development of these relationships with 
the spread of the Internet and the advent 
of the World Wide Web (1991) and the 
first browser to access it (1993), and 
more recently the availability of high-
speed Internet and mobile devices (in-
cluding tablets, laptops, smartphones). 
E-commerce is conducted in consumer-
oriented e-commerce sites (or mar-
kets) and in the supply chain operating 
on the Internet [12–15]. Consumer-ori-
ented trading venues include large shop-
ping malls, consumer auction platforms 
(including eBay – a trading website 
managed by a US-based company of the 
same name [16]), multi-channel retail-
ers (organizations engaged in retail sale 
of consumer goods) and numerous on-
line stores. The so-called sharing econ-
omy allows for more efficient use of 
resources, while virtually instant access 
to services is provided by platforms at 
the request of potential consumers. As 
a result of establishing semi-permanent 
supply chains, hub-companies surround 
themselves with suppliers who perform 
most of the production tasks and supply 
goods and services to the central firm 
(and in Ukraine, as the experience 
shows, directly to the consumer in order 

to save on supplies to the central firm). 
The growth of e-commerce is facili-
tated by electronic directories and 
search engines for looking up informa-
tion on the Internet, software agents or 
bots that act offline to search for a prod-
uct in the system, digital authentication 
services that guarantee identity through 
the Internet. These intermediary ser-
vices facilitate the sale of goods, the 
provision of various services (banking, 
ticket booking and stock market opera-
tions, services such as distance educa-
tion and entertainment).

V. Zhelihovsky [8] points to two 
types of e-commerce (trade in informa-
tion and trade in goods); distinguishes 
its components: networks (corporate; 
Internet; commercial); processes (mar-
ket research; calculations; order perfor-
mance; sales; support); subjects/par-
ticipants (government; suppliers; sell-
ers; users; manufacturers); conditions 
for the development of e-commerce (the 
conquest of consumer trust by compa-
nies using the Internet as a channel for 
distribution of products; ensuring the 
reliability of participants and their op-
erations; creating the security of trans-
mission and further storage of data in 
the Internet); composition of business 
operations necessary for e-commerce 
(contact, in particular, between poten-
tial customer and supplier; exchange of 
information; pre- and after-sales sup-
port – detailed information on products 
and services, product use instructions, 
customer’s questions; sales; electronic 
payment by electronic money transfer, 
credit cards, electronic checks, elec-
tronic money); delivery management 
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and tracking for physical products, di-
rect delivery of products that can be 
distributed electronically.

He pays attention to such an uncon-
ventional subject as a virtual enterprise – 
a group of independent companies that 
unites – although without forming orga-
nizational unity in the form of a jointly 
created legal entity – their efforts to ob-
tain opportunities to provide products 
and services that are not accessible to 
individual companies (distribution be-
tween members of a business process 
group, jointly managed by a central com-
pany and its trading partners, receiving 
new opportunities of suppliers and cus-
tomers as a benefit of this form of coop-
eration; customer response; rapid re-
sponse to demand; cost savings; reduced 
costs through lower costs for advertising, 
delivery (for goods that can be obtained 
electronically), design and production, 
market analysis, strategic planning, op-
portunities, etc.). He highlights a number 
of benefits of e-commerce (equal access 
to the market for large corporations and 
small firms; access to new markets; in-
volvement of customers in the develop-
ment and implementation of new prod-
ucts and services, etc.) and legal prob-
lems of e-commerce, including informa-
tion protection, consumer protection, 
liability, unification of national e-com-
merce legislation.

A. Shablyenko, analysing the rela-
tions that develop in the field of e-com-
merce [17], draws attention to their com-
plexity both in terms of the processes and 
resources necessary for securing e-com-
merce, and in view of the subject com-
position. The latter, according to this 

researcher, includes two categories of 
persons: 1) “common subjects” – per-
sons who can participate in civil relations 
in accordance with Art. 2 of the Civil 
Code of Ukraine1 (legal entities and in-
dividuals, state of Ukraine, Autonomous 
Republic of Crimea, territorial commu-
nities, foreign states and other subjects 
of public law, all who are customers and 
suppliers of goods or services via the 
Internet); 2) special/institutional subjects 
“which are so-called “invisible” entities, 
but without them the process of e-com-
merce is impossible in the technological 
sense, they at different stages of the re-
lationship can affect many conditions” 
(place and time and or performance of 
the agreement, message delivery confir-
mation, etc.). This category includes 
telecommunications operators and pro-
viders, payment system operators; reg-
istrars and administrators who assign 
network IDs, hosting providers; certifi-
cation centres [17].

The peculiarities of the subjective 
composition of Internet relations are ex-
plored by R. E. Ennan [18], who attri-
butes the following categories of persons 
to the scope of subjects:

1) telecommunication operators and 
providers, which ensure the functioning 
of the Internet as an information system 
and provide a number of necessary ser-
vices: connection (providing access to 
the network); administration (ensuring 
the functioning of technical means of 
maintaining the Internet address space); 
hosting (placing customer information 

1   Civil Code of Ukraine. (2019, November). 
Retrieved from https://zakon.rada.gov.ua/laws/
show/435–15
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resources on web servers and providing 
access to these resources); network navi-
gation services (creation of web portals 
that facilitate the search and access to 
network information resources);

2) manufacturers, owners and dis-
tributors of information and informa-
tion resources that create content on 
the Internet (create electronic infor-
mation resources, own the rights to 
them, ensure the functioning of these 
resources and meet the information 
needs of users);

3) entities providing specific ser-
vices for concluding electronic (net-
work) agreements (contracts) via the 
Internet, that is, all that is covered by 
the term “e-business (commerce)”;

4) consumers (users) of telecommu-
nication services (individuals and legal 
entities that need, order, receive tele-
communication services for their own 
information needs). However, the said 
researcher attributes online shops, online 
casinos, online auctions, etc. to the third 
group of entities (according to his clas-
sification), although, in accordance with 
the Law “On E-Commerce” (Art. 3), an 
online store is a means of presenting or 
selling an item, job or service through an 
electronic transaction.

The specifics of functioning of the 
online store (including from the techni-
cal aspect) are rather comprehensively 
highlighted by A. Vasilyuk [19]:

1) defining it as a software package 
that allows you to sell products or services 
over the Internet and automate business 
process management, as a specialized 
website owned by a manufacturer, a trad-
ing company, etc., designed to promote 

consumer products in the market, increase 
sales, attract new buyers; 

2) emphasizing its advantages over a 
traditional store (a wide range of goods, 
unattainable for a retail store; 24-hour 
availability without breaks and week-
ends; saving time on purchases; lower 
prices for goods and services; conve-
nience of payment); 

3) highlighting the functional parts of 
online stores (product catalogue, search 
engine, shopping cart, registration form, 
order form);

4) dividing online stores into: (a) the 
criterion of the business model used for 
the online store, which is characterized 
by the absence of a traditional trading 
network and the combination of of-
fline and online business (online store 
is created on the basis of a real trading 
structure); (b) on the basis of stock avail-
ability – stores working under supplier 
contracts (they do not have significant 
own stock) and stores with their own 
warehouse facilities and corresponding 
stock availability, and also raising the 
major issues of online shopping that arise 
at the intersection of Internet technology 
and traditional business activities, both 
psychological and emotional (compared 
to traditional trading with its inherent 
ability to view and evaluate the con-
sumer of the product, its delivery, etc.), 
and the lega lnature – legal regulation 
focuses mainly on traditional trade, and 
transparent and effective “rules of the 
game” in the field of its electronic ver-
sion remain still desirable for consumers 
in the face of numerous violations of 
their rights, as evidenced by violations 
in this area [20–23].
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2.2 Features of the analysis of e-
commerce in the Ukrainian legislation

Recognizing the validity of most of 
the provisions of the aforementioned 
researchers, in view of this purpose, it 
is necessary to focus on the subjective 
composition of e-commerce, highlight-
ing its direct participants (first of all, sell-
ers and buyers-consumers, providers of 
information services on goods) and relat-
ed by A. Shablyenko [17] to the category 
of “invisible” in the e-commerce process 
of entities (first of all, operators and tele-
communication providers, providers of 
electronic trust services). Although these 
two categories of entities are important 
for establishing e-commerce relation-
ships, let us focus on the first one – its 
direct participants, emphasized in the 
Law “On E-Commerce”1, as well as on 
such e-commerce resources as an online 
store (and online trading platform (e-
mall), which presents online stores of 
different entrepreneurs) [24].

In this regard, it is advisable to refer 
to the Law “On E-Commerce”2, which 
defines e-commerce as an economic ac-
tivity in the field of e-sale, sale of goods 
remotely to the buyer by making elec-
tronic transactions using information 
and telecommunication systems, and its 
subjects are, on the one hand, an entity of 
any legal form that sells goods, performs 
work, renders services using information 
and telecommunication systems, and on 
the other hand – a person who purchases, 
orders, uses the specified goods, works, 

1   Law of Ukraine “On e-commerce”. (2015, 
March). Retrieved from https://zakon.rada. 
gov.ua/laws/show/675–19.

2   Ibidem

services by means of electronic transac-
tion (hereinafter referred to as the con-
sumer).

The specified law more or less thor-
oughly defines the requirements for:

– 3 categories of subjects of e-com-
merce (Art. 6–9): (1) seller (performer, 
supplier) of goods, works, services, 
which is obliged to provide direct, sim-
ple, stable access to other participants 
in the field of e-commerce to such in-
formation (full name of the legal entity 
or surname, name, patronymic of the 
individual-entrepreneur; location of the 
legal entity or place of registration and 
place of actual residence of the individ-
ual-entrepreneur; e-mail address and/
or online store address; identification 
code for the legal entity or the individual 
taxpayer card registration number for 
the individual-entrepreneur, or a series 
and passport number for the individual-
entrepreneur who, due to their religious 
beliefs, refused to accept the individual 
taxpayer card registration number and 
officially notified the relevant authority 
of the state tax service, and bears a pass-
port, license information (series, num-
ber, expiration date and date of issue), 
if the business is subject to licensing; 
regarding the inclusion of taxes in the 
calculation of the cost of goods, works, 
services and, in the case of delivery of 
goods, information on the cost of deliv-
ery; other information that is to be dis-
closed in accordance with the legislation; 
ensure full correspondence of the sub-
ject matter of the electronic agreement 
concluded by the parties with quantita-
tive and qualitative characteristics; has 
the right to request from the other party 
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only such information, without which the 
conclusion and performance of obliga-
tions under the electronic agreement is 
impossible; (2) the buyer (customer, con-
sumer) of goods, works, services in the 
field of e-commerce, the rights and ob-
ligations of which are determined by the 
Law of Ukraine “On Consumer Rights 
Protection”1, as well as Art. 7 of the Law 
“On E-commerce”2 concerning: notifi-
cation of the information necessary for 
the conclusion of the electronic agree-
ment; (3) an e-commerce intermediary 
provider for disclosure of information 
depending on its role in the conclusion of 
the e-contract, including if it is the initia-
tor of the transfer of information (Art. 9);

– order of electronic transactions 
(Art. 10–16), including distribution of 
commercial electronic communications 
in the field of e-commerce, which must 
meet the requirements of Art. 10, in par-
ticular, regarding their content; the order 
of conclusion of the e-contract, including 
its essential terms and conditions; the re-
quirements for acceptance and the offer 
and the form of confirmation of the elec-
tronic transaction (in the form of elec-
tronic document, receipt, merchandise 
or cash receipt, ticket, coupon or other 
document at the time of the transaction 
or at the time of the seller’s obligation 
to transfer the goods to the buyer); the 
confirmation of the electronic transaction 
must contain the following information: 

1   Law of Ukraine “On consumer rights 
protection”. (1991, May). Retrieved from https://
zakon.rada.gov.ua/laws/show/1023–12.

2   Law of Ukraine “On e-commerce”. (2015, 
March). Retrieved from https://zakon.rada. 
gov.ua/laws/show/675–19.

terms and conditions and procedure for 
the exchange (return) of the goods or 
refusal to perform work or render a ser-
vice; the name of the seller (contractor, 
supplier), its location and the procedure 
for claiming the goods, works, services; 
warranties and information about other 
services related to the maintenance or 
repair of the product or the performance 
of the work or the rendering of the ser-
vice; the procedure for termination of 
the agreement, if its validity period is 
not determined.

However, the rights of the buyer (cus-
tomer, consumer) in the field of e-com-
merce are often violated in relation to:

– disclosure of the above infor-
mation about the seller (because the 
consumer-only online store is only a 
means – a website for the promotion and 
sale of goods online, not an entity with a 
certain legal status), warranty, terms and 
conditions of return of goods;

– sending a confirmation of the con-
clusion of the electronic agreement and 
its terms and conditions in accordance 
with the requirements of the Law “On 
E-commerce”, which reduces the ability 
of the consumer to protect their rights in 
the event of their violation;

– determining the seller’s identity 
at the stage of ordering a product when 
it comes to selling through online stores 
without their own inventories (the buyer 
learns about the identity of the seller at 
the stage of receipt of the product with-
out having the opportunity to verify their 
business reputation in this area in ad-
vance);

– opportunities for the consumer to 
determine (a) the specifics of the legal 
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regime of the online store and online 
trading platform, including the obliga-
tory identification of the identity of its 
owner (the person in whose name such 
site is registered or who actually uses 
such resource) with the relevant informa-
tion about them (regarding legal form, 
address, identification code, etc.) that 
will determine at least to a certain ex-
tent (b) the integrity of the intent of the 
person who created or commissioned 
the site as an online store (the problem 
of fake sites is addressed by the cyber 
police through provision of guidance 
on how to identify them [25] in the ab-
sence of appropriate legal mechanisms 
(in particular, the ability of the consumer 
to identify the person in whose name the 
site is registered as an online store; the 
requirements for such a person in order 
to prevent abuse on their part);

– designation of a body, authorized 
and competent in the field of e-commerce 
regarding the possibility to detect viola-
tions in this field, to prosecute violators, 
to protect the rights of consumers.

At present, the reliance on the provi-
sions of the Laws “On E-Commerce”1 
and “On Consumer Rights Protection”2 
is often in vain, since the former contains 
only reference provisions to the “law 
and treaty” (Articles 17–19) and the lat-
ter – in spite of the provisions on non-
compliance with the requirements of the 
first of the mentioned laws on disclosure 

1   Law of Ukraine “On e-commerce”.(2015, 
March). Retrieved from https://zakon.rada. 
gov.ua/laws/show/675–19

2   Law of Ukraine “On consumer rights 
protection”. (1991, May). Retrieved from https://
zakon.rada.gov.ua/laws/show/1023–12

of information about the participants in 
the relationship and the offered goods 
(works, services)3, it does not properly 
consider the specificity of e-commerce 
(including the buyer/consumer’s ability 
to confirm the fact of conclusion and 
content of electronic agreement, estab-
lishing the seller’s identity because of 
the violation of obligations by the online 
store owner and using their suppliers to 
send the goods to the buyer, of which 
the latter only learns upon receipt of 
the goods) and the abilities of the body 
authorized in the matters of consumer 
rights protection to prosecute violators 
in this new field [20].

Liability issues in the field of e-com-
merce are raised by the aforementioned 
and other researchers [26], who propose 
ways to solve them, including amend-
ing the aforementioned laws4. The gov-
ernment also addressed these issues by 
adopting the Concept of National Policy 
in the Field of Consumer Rights Pro-
tection for the Period up to 2020 [10], 
which emphasizes the problems of con-
sumer vulnerability due to their weak 
protection by the state due to the declar-
ative nature of the proclaimed rights and 
the lack of mechanisms for their realiza-
tion and restoration. The purpose of this 
Concept is to create and implement an 

3   Law of Ukraine “On consumer rights 
protection”. (1991, May). Retrieved from https://
zakon.rada.gov.ua/laws/show/1023–12.

4   Draft Law on Amendments to the Law 
of Ukraine “On Consumer Rights Protection” 
and certain legislative acts of Ukraine on 
measures for the de-activation of the activities 
of e-commerce entities. (2017, July). Retrieved 
from http://w1.c1.rada.gov.ua/pls/zweb2/
webproc4_1?pf3511=62329
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effective system of consumer protec-
tion in Ukraine on an EU basis, with 
consideration of the best practices of 
EU countries, and among its tasks is to 
ensure the protection of consumer rights 
in the field of e-commerce, performed 
by economic entities through informa-
tion and telecommunication networks, 
including the Internet. Problem solving 
is possible by applying a comprehensive 
approach to solving consumer rights 
protection issues, which involves the 
development and interaction of all com-
ponents of the consumer rights protec-
tion system in Ukraine1, in particular, 
and legal support.

As A. N. Novitsky points out [27], 
“the influence of Internet-related public 
relations management by public author-
ities in the world is steadily increasing” 
due to the transfer of various functions 
of ordinary public relations, including 
e-commerce, to the Internet. In this re-
gard, there is an increasing “need for 
legal regulation of these relations, es-
pecially by specialized bodies of the 
state” [27]. However, the specificity of 
the Internet space (transnational in na-
ture, huge number of users, specificity 
of technologies used) makes the classic 
form of legal regulation of public rela-
tions that have arisen in the field of In-
ternet use, quite ineffective, which ne-
cessitates to address the international 
practices [28–30].

1   Concept of state policy in the f ield 
of consumer rights protection up to 2020: 
Approved by the order of the Cabinet of 
Ministers of Ukraine. (2017, March). Retrieved 
from http://www.kmu.gov.ua/control /uk/
cardnpd?docid=249869713

For this reason, we should refer to 
the EU practices2, including: E-Com-
merce Directives on consumer aware-
ness, protection of their interests by con-
tacting the competent authority, adopting 
codes of conduct in the field, etc.

In these circumstances, the role of 
self-regulatory organizations, both at 
the transnational level and within 
Ukraine, is increasing, including con-
ferring certain functions on them to 
regulate relations in the field. Focusing 
some of them (in particular, the Internet 
Association of Ukraine [31]) not only 
on protection of the interests of its 
members, but also on the establishment 
of civilized rules in the relevant field 
with balanced consideration of the pub-
lic and private interests of the partici-
pants in the relations [31], testifies to 
the expediency of determining at the 
level the law of their role in regulating 
the said relations.

Such an improvement in e-commerce 
relations is possible by adopting a more 
substantive version of the Law “On E-

2   Directive 2011/83 / EU of the European 
Parliament and of the Council of 25 October 
2011 on consumer rights, amending Council 
Directive 93/13 / EEC and European Parliament 
and Council Directive 1999/44 / EC and 
repealing Council Directive 85/577 / EEC and 
Directive 97/7 / EC of the European Parliament 
and of the Council. Retrieved from http:// 
eur-lex.europa.eu ; Directive 2000/31 / EC of the 
European Parliament and of the Council of 
2000/8 / EC of the European Parliament and of 
the Council of 22 June 2000 on cer tain 
information society services services, in 
particular electronic commerce, in the internal 
market (“Directive on electronic commerce”). 
Retrieved from https://eur-lex.europa.eu/legal-
content/EN/ALL/?uri=CELEX:32000L0031.
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Commerce”1 than the current one, that 
would not only fundamentally, with con-
sideration of EU practices [32–35], reg-
ulate these relations, but also make them 
transparent by providing an opportunity 
for average consumers to understand the 
specifics of such trade (the legal status 
of its participants, the legal regime of the 
resources used, e-commerce technology, 
including the information component, 
liability for infringements in this area 
and mechanisms for its enforcement, in-
cluding authorized body, etc.) in order to 
have protection from abuse in this field 
without resorting to expensive services 
of lawyers. Legislation oriented on ci-
vilised regulation of e-commerce rela-
tions and strengthening of the role of 
self-regulatory organizations in this field 
will facilitate the development of civil 
society institutions and the digitization 
of economic relations in line with the 
government’s decisions2.

1   Law of Ukraine dated 09/3/2015 “On 
e-commerce”. Retrieved from https://zakon. 
rada.gov.ua/laws/show/675–19.

2   National Strategy for Promoting the 
Development of Civil Society in Ukraine for 
2016–2020: Zat. By Decree of the President of 
Ukraine dated February 26, 2016, No. 68/2016. 
Official Bulletin of Ukraine, 2016, No. 18, art. 716. 
The same thing. Retrieved from https://www.kmu.
gov.ua /ua /gromadskost i /g romadyanske-
suspilstvo-i-vlada/spr iyannya-rozvitku-
gromadyanskogo-suspilstva/nacionalna-
strategiya-spriyannya-rozvitku-gromadyanskogo-
suspilstva-v-ukrayini-na-2016–2020-roki; On 
approval of the Concept of development of the 
digital economy and society of Ukraine for 2018–
2020 and approval of the plan of measures for its 
implementation: Order of the Cabinet of Ministers 
of Ukraine dated January 17, 2018, No. 67-r. 
Retrieved from http://zakon2.rada. gov.ua/laws/
show/67–2018-%D1%80/page2.

Conclusions
To summarize the research, we 

should emphasize the following issues 
of e-commerce: the composition of rela-
tions arising in this field is complicated: 
apart from the traditional components 
(subject composition: economic entities 
with the status of sole proprietorship – 
individual or business organization with 
the status of legal entity), we encounter 
virtual groups of such entities using the 
same online store, the same online trad-
ing platform to promote their goods to 
consumers; objects (property in physical 
form – goods ordered by the consumer, 
warehouses or delivery points of ordered 
goods, such as telecommunication net-
works and structures, by means of which 
information is transferred/exchanged 
between the said entities regarding the 
advertising and offer of goods, their or-
der, as well as virtual objects – e-com-
merce, online trading platform, electron-
ic resources used in the process of estab-
lishing e-commerce relationships); legal 
regulation of e-commerce relationships 
is not transparent to the average con-
sumer, who usually seems to be dealing 
with the online store as a seller, though 
such a store is only a site administered 
by interested parties who may act as a 
seller or mediator.

In addition, it is difficult to call the 
Law “On E-Commerce” profound, the 
one that considers the provisions of the 
relevant EU directives, despite Ukraine’s 
official course on adapting their provi-
sions in national legislation. Such a situ-
ation contradicts our country’s course on 
civil society development and overcom-
ing digital inequality, since the specified 
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law does not properly consider consum-
er rights regarding protection of their 
interests in dealing with a seller, the in-
formation on whom is often absent from 
an online store or online platform, and 
obtaining it depends on digital skills that 
have not yet become commonplace for 
the average consumer. The way out of 
this difficult situation is seen in the adop-
tion of a new, much more substantiated 
than the current one, and understandable 
for average citizens wording of the Law 
“On E-commerce”, which defines (a) the 
content of the concepts used in this field, 
(b) the legal status e-commerce partici-
pants, depending on their role in estab-
lishing e-commerce relationships, in-
cluding obligations of informational 
nature before the consumers, (c) the re-

lationship schemes applicable in this 
field and the persons responsible before 
the consumer in the event of use of the 
supplier of goods in the chain e-com-
merce as a direct participant of these 
relations, (d) a body authorized in this 
field with the definition of its rights and 
responsibilities, (e) the role of self-reg-
ulatory organizations in the field of e-
commerce, the criteria for delegation of 
individual powers of the state to them, 
the place of business rules ethics estab-
lished by such organizations in the sys-
tem of rules governing e-commerce re-
lationships, (e) the legal regime of the 
e-commerce and online trading platform, 
(e) sanctions applicable to e-commerce 
violations, and procedure for their en-
forcement.
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